Wprivacyware Endpoint Security Console

Enterprise Desktop Firewall, Anti-Malware and Host IPS

Endpoint Security Console - Centrally
Managed Desktop Defense

PCs on enterprise networks can be a security risk if
not properly managed and protected. Endpoint
Security Console uses conventional and behavioral
technologies to prevent unauthorized system access,
block known and new virus, worm, Trojan, rootkit and
other malware injection, and deter theft of data at
the desktop level where most critical corporate
information is created.
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What is Endpoint Security Console?

Endpoint Security Console (ESC) is the central installation and administrative console for Privatefirewall,

Privacyware's Personal Firewall and Host Intrusion Prevention Software. Endpoint Security Console enables
administrators to install, monitor, and configure Privatefirewall on any workstation within a server domain.
Settings can be customized for individual computers or for Users/Groups defined and configured within Active

Directory. Key ESC features include: Inbound/Outbound Packet Filtering, Port Scanning, IP/Website Protection,

Process Detection, and System and Application Anomaly Detection.

Key Features
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Endpoint Security Console provides an intuitive management interface
that allows all installation, reporting, and configuration from one
centralized location. This interface displays settings for Applications,
Processes, Behavioral-based security, Trusted and Blocked IPs/Websites,
and Firewall Log Reports unique to each workstation, providing the
Administrator complete control over their network’s desktop security.

System and Application level
behavioral analysis baselines
typical use patterns and
detects and blocks un-
acceptable deviations.

Centralized alert management
enables network access and
application rules to be defined
based on specific alerts and
distributed to Users and
Groups.

Workstation installation is
completely automated,
requiring no action from users.

Stealth Mode: "Cloaks"
computer’s IP address, making
PC invisible to the Internet and
potential intruders.

Application and Process Queue
Lists contain recent activity
from endpoints that require
administrator approval.

Settings from one workstation
can be distributed to the entire
network instantaneously.

Detailed reports for Internet,
System, and Email traffic.
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Application Detection and Behavior-Based Security

e Monitor all incoming/outgoing traffic and prevent

trusted applications from being “Hi-Jacked” by cyber-
criminals. Endpoint Security Console automatically
opens only the ports necessary for Internet access of

a particular application.

e Control which applications and processes can access
the Internet by selecting Allow, Filter or Deny traffic.

e ESC evaluates WinAPI calls and analyzes a

comprehensive list of system variables and security-
sensitive registry keys to prevent possible malware,

attack, or policy violations.

e ESC models and monitors system and application
level behavior to identify and block activity

characteristic of known malware, hacking, phishing

and other threats.

Security & Reporting -
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Activity Log - Lists all types of events generated from any
workstation. This includes Application or ‘Firewall’ events, Process
Monitor, New Processes, System Email Behavior. The
administrator can Allow or Deny any event listed.

Trusted and Blocked IPs and Website Addresses - Block potentially
malicious IP addresses and/or websites across the network.

Port Tracking and Reporting — Tracks all ports to prohibit unauthorized port

scanning or any other type of intrusion. Generates detailed reports on all port
scan attempts and displays instantaneous on-screen alerts.

Advanced Packet Filtering — Layer-3 firewall uses proprietary stateful packet
inspection technology to detect and block unauthorized access to your system.
Provides simple adjustment of security levels (High/Low/Custom) to establish
different degrees of security for Internet and Local Network access.

System Requirements

Hardware
e 700 MHz Pentium® III or faster
e 128 MB RAM

Software
One of the following operating systems:
Windows® 2000 Server
Windows® 2003 Server
Windows® 2000 Advanced Server
Windows® XP Home Professional

*Active Directory is required for some features.

#® Endpoint Security Console =121 x|
File  Resources  Reports Wiew  Help
ol TEeg x| |
B2 T x|
@ Remote Resources & | | DatefTime | Local IP | Local Port | Remote IF Remoke Port | Protocal | Application =
s {1 Global settings m 04:04:12 09/15/06  192,168.1.11 1591 64,94,110,11 80 TCP CiiProgram
E!{:l Managed netwark, [ 04:04:06 09/15/06  192.168.1.11 1591 64.94.110.11 a0 TCP C\Program F
‘ = g Warkstation01 {User01 - | 4] 04:04:02 09/15/06  192.168.1.11 1591 64.94.110.11 a0 TCP C:iProgram F
42 applications # 04:05:40 09/15/06  192.168.1.11 1590 12,158.80.10 a0 TCP CiiProgram F
%% EBehavioral Settings [ 04:03:43 09/15/06  192.168.1.11 1590 12,158.80,10 a0 TCP C\Program F
%2 Process detection 4] 04:05:532 09/15/06  192.168.1.11 1590 12,158.60.10 a0 TCP C:{Program F
4% Port Tracking ®o4:0m:26 09/15/06  192.168.1.11 15689 64.94,110.11 a0 TCP C:iProgram F
: %% Log Reports 4] 04:02:20 09/15/06  192,168.1.11 1589 64,94,110,11 80 TCP CiiProgram F
{7 Stored Settings [Mo4:03:16 09/15/06 192188111 1589 £4.94,110.11 80 TP C:\Program F
=7 Computers - | | ¥ o4:05:03 09/15/06  192.168.1.11 1588 12.158.80.10 &0 TP C:\Pragram F
Al L4 mU‘l:UZ:S? 09/15/06  192,168.1.11 1588 12,158.80.10 80 TP CiiProgram F
¥ 04:02: .
@l Endpaint Security Console - 4] 04:02:53 09/15/06  192,168.1.11 1583 12,158.80.10 &0 TCP CiiProgram F
[¥] 23:45:51 09/14/06  169.254.255.... 137 169.254.195.... 137 ucP
= @ Log Reports M
& &l Traffic Blacked For 2314351 09/14/06  169.254.285.... 137 169.254.198.... 137 UDP
: B Last 1 Hour [¥] 23:45:49 09/14/06  169.254.255..., 137 169,254,198.... 137 uop
[¥] 23:45:42 09/14/06  169.254.255.... 137 169.254.195.... 137 uop
Last 1 Week ¥ 23:40:47 09/14/06  169.254.255.... 137 169.254.198.... 137 UDP
B Weh Traffic Blocked Far mZE:‘?S:Q? 09/14/06  169.254.255.... 137 169,254.198.... 137 uop
Y Last 1 Hour [¥] z3:45:45 09/14/06  169.254.255.... 137 169.254.195.... 137 UopP
[¥] 23:45:45 09/14/06  169.254.255.... 137 169.254.195.... 137 ucP
Last 1 Week %23:48:43 09/14/06  169.254.255..,, 137 169.254.198.... 137 UDP
=& Mail Traffic Blocked for 23:1483:41 09/14/06  169.254.285..., 137 169,254,198.... 137 uop
: ¥ z3:45:41 09/14/06  169.254.255.... 137 169.254.195.... 137 uop
Last 1 Hour
¥ 23:4:39 09/14/06  169.254.255.... 137 169.254.198.... 137 UDP
Last 1 Day = o
R . r*.l 2Rean20 001141006 1RO 764 VEE 137 1RO 254 108 137 LInP
4 | » 4| | 3
UK y

Privacyware

68 White Street, 2" Floor
Red Bank, NJ 07701
732-212-8110 x235 p
732-212-9210 f
info@privacyware.com

About Privacyware
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Firewall Log — Contains a complete list and detailed information related to

all incoming and outgoing packet activity. This is useful for tracking down

incoming intrusion attempts to their source.

GOLD CERTIFIED

Partner

ISV/Software Solutions
Data Management Solutions
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e CD-ROM drive (for installation from CD)
e 10 MB of free disk space

Privacyware is an innovative provider of host
and desktop threat prevention and enterprise
security analytics software. Our products
increase the level of protection from new and
known malware and intrusions in individual,
small business and large enterprise computing
environments and enable IT managers, security
analysts, and security and compliance officers to
more thoroughly understand the environments
for which they are responsible and to more
effectively identify and comprehend malicious
and/or deviant activity.
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